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Abstract  Reconnaissance security might be a dreary and tedious cycle. In this, we can assemble a system to computerize the test of 

concentrating on video reconnaissance. We can look at the video feed in genuine time and see any impossible-to-miss exercises like viciousness 

or theft. CCTV cameras are situated all around the area for observation and security. We have done a “YOLO V4” object identification 

adaptation by preparing it on our dataset. The tutoring impacts avow that YOLO V4 outflanks YOLO V3 and regular convolutional neural 

networks (CNN). Besides, concentrated GPUs or unreasonable calculation sources were not needed in our methodology as we utilized switch 

reading up for preparing our model. Utilizing this model in our observation device, we can attempt to store human lives and accomplish a 

decrease in the charge of mass killing. Besides, our proposed gadget additionally might be executed in high-stop reconnaissance and well-being 

robots to stagger on a weapon or hazardous property to avoid any very assault or danger to human lives. 

Keywords— Weapon detection, Surveillance, YOLO, Neural Networks. 

 

 

1. INTRODUCTION 

 

utilizing Deep learning for getting the ideal answer for the issue. Deep learning might be a kind of AI and AI that mirrors how people 

gain sorts of information. Deep learning is an urgent component of information science, which incorporates insights and prescient 

demonstration. It is incredibly helpful to information researchers who are entrusted with gathering, investigating, and deciphering a lot 

of information; deep learning makes this cycle quicker and more straightforward. Security is normally the principal worry in each 

space, because of an expansion in the rate in jammed or in dubious forlorn regions. Firearm brutality is a contemporary worldwide 

basic liberties issue. In India, which has one of the strictest firearm regulations in the world, the situation is unique. Acquiring weapons 

might be an honor rather than protection squarely in this nation (like inside the US). In any event, for light weapons, licenses are 

expected under the 2016 Arms Rules. In any case, obtaining a permit might be a mind-boggling technique that will require months. 

They are just allowed after a thorough assessment, which incorporates personal investigations. It's hard to put a figure on wrongfully 

had guns, however, a look at the permit status of past weapon seizures gives a legitimate image of how far-reaching the issue is. Aside 

from this, the prevalence of savvy gadgets and organized cameras has likewise enabled this space. Notwithstanding, human articles or 

weapon recognition and following areas yet directed at cloud focus, as constant, internet following are computationally exorbitant. 

Huge lately endeavors have been made to watch robot controllers requiring high control execution in unwavering quality and speed. 

The specialists have endeavored to further develop the reaction attributes of the mechanical framework and to weaken the 

vulnerabilities. For this reason, we prepared the classifier model of YOLO v3. This model might be a cutting-edge constant article 

identification classifier. Besides, we aren't simply identifying the weapons, rifles, and discharge yet additionally getting what is going 

on in the episode and putting away the data for some time later. We have associated three frameworks utilizing attachment programming 

as a showing for the genuine situation as camera, CCTV administrator, and security boards. This work is an endeavor to plan and foster 

a framework that can distinguish firearms, rifles, and discharge quickly with less computational assets. It is obvious from innovative 

Headways that most of the human-helped applications are currently robotized and PC-based. In the long run, later, these Computer-

based frameworks will be supplanted by more savvy machines, robots, or humanoid robots. To give visionary sense to robots, object 

identification has a principal influence in understanding the articles and their translation. In this way, our proposed framework can 

likewise be executed in reconnaissance and security robots to identify any weapon or dangerous resources. 

 

   II IMPLEMENTATION 

  

    In this project, we must extend deep neural networks to 3-dimensional for learning Spatio-temporal features of the video feed. For 

this video surveillance, we will introduce a Spatio-temporal autoencoder, which is based on a 3D convolution network. The encoder 

part extracts the spatial and temporal information, and then the decoder reconstructs the frames. The abnormal events are identified by  

 

 

http://www.ijirmet.com/


ISSN (Online): 2456-0448 
International Journal of Innovative Research in Management, Engineering, and Technology 

Vol. 7, Issue 3, March 2022 

Copyright to IJIRMET www.ijirmet.com  

 

 

 

 

computing the reconstruction loss using the Euclidean distance between the original and reconstructed batch. The abnormal events are 

identified by computing the reconstruction loss using the Euclidean distance between the original and reconstructed batch. If an 

abnormal event is detected, our system looks for Weapon presence in the environment, for this, we developed a system to identify 

handguns and rifles. Recent work in the field of deep learning and transfer learning has demonstrated significant progress in the areas 

of object detection and recognition. We have implemented YOLO V4 “You Only Look Once” object detection model by training it on 

our customized dataset. The training results confirm that YOLO V4 outperforms YOLO V3 and traditional convolutional neural 

networks (CNN). Additionally, intensive GPUs or high computation resources were not required in our approach as we used transfer 

learning for training our model. Applying this model to our surveillance system, we can attempt to save human life and accomplish a 

reduction in the rate of mass killing.  

Additionally, our system can also be implemented in high-end surveillance and security robots to detect a weapon or unsafe assets to 

avoid any kind of assault or risk to human life. If the System detects any kind of weapon, it will push an alarm or emergency notification 

to the security team or police department. We planned to integrate every feature in form of an Android or Web-based application to 

help monitor the process by the end user. 

 

POOLING LAYER 

 

Pooling layers are also an important element of a convolutional neural network.    The main function of a pooling subcaste is to drop 

the number of parameters and calculations present in the network by dwindling the spatial size gradationally and continuously. This 

action is necessary to cut down the features that the sludge has learned and no longer requires the whereabouts of their position. 

 Image Splitting and Bounding-boxes Prediction  

 

 

 

Numerous benefits are using a pooling subcaste is similar to limiting over-fitting, which is a state that occurs  when the algorithm fits 

the data veritably nearly by showing low bias and high friction. Though there are colorful types of pooling, maximum pooling is one 

of the most popular bones in practice.This type of pooling accessibly downsamplesthe subcaste while keeping the depth constant. The 

definition of a pooling subcaste illustrates a 2x2 map pooling. 

 

1. Extract Live video from CCTV using OpenCV: Python provides various libraries for image and video processing. with 

OpenCV, we can capture a video from the camera. It lets you create a video capture object which is helpful to capture videos through 

a webcam or CCTV camera, and then you may perform desired operations on that video. 

2. Extract Frames from Video using OpenCV: Extract frames from a single video file or all video files under a given directory 

(including all its sub-directories). Extracted frames are stored under a given output directory keeping the structure of the original 

directory. 

3. Convolution Neural Network: Artificial Intelligence has been witnessing a monumental growth in bridging the gap between 

the capabilities of humans and machines. Researchers and enthusiasts alike, work on numerous aspects of the field to make amazing 

things happen. One of many such areas is the domain of Computer Vision. 

Pre-Processing: Data preprocessing can refer to the manipulation or dropping of data before it is used to ensure or enhance performance, 

and is an important step in the data mining process.  

   Segmentation: Image segmentation is a method in which a digital image is broken down into various subgroups called Image segments 

which helps in reducing the complexity of the image to make further processing or analysis of the image simpler. 

 

Anamoly Detection: Anomaly Detection is the technique of identifying rare events or observations which can raise suspicions by being 

statistically different from the rest of the observations. Such “anomalous” behavior typically translates to some kind of a problem like 

a credit card fraud, a failing machine in a server, a cyber attack, etc. 
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III.SYSTEM ARCHITECTURE 

      

            This intelligent video surveillance system with the metadata rule for the exchange of analyzed information. We define the 

metadata rule for the exchange of analyzed information between intelligent video surveillance systems that automatically analyzes 

video data acquired from cameras. The metadata rule is to effectively index very large video surveillance databases and to unify searches 

and management between distributed or heterogeneous surveillance systems more efficiently. The system consists of low-level context-

aware, high-level context-aware, and intelligent services to generate metadata for the surveillance systems. Various contexts are 

acquired from physical sensors in monitoring 

 

 
areas for the low-level context-aware system. The situation is recognized in the high-level context-aware system by analyzing the 

context data collected in the low-level system. The system provides intelligent services to track moving objects in Fields Of View 

(FOVs) and to recognize human activities. Furthermore, the system supports real-time moving object tracking with Panning, Tilting, 

and Zooming (PTZ) cameras in overlapping and non-overlapping FOVs  

 

 

  IV.Conclusion 

 

In the current world, practically all individuals know about the significance of CCTV film, yet by and large, this recording is being 

utilized for examination purposes after wrongdoing/incident has occurred. The proposed model has the advantage of halting the 

wrongdoing before it occurs. The continuous CCTV film is being followed and investigated. The consequence of the investigation is 

an order to the individual power to make any move if the outcome shows an untoward occurrence will occur. Although the proposed 

framework is restricted to scholarly regions, this can likewise be utilized to foresee more dubious practices in public or private spots. 

The model can be utilized in any situation where the preparation should be given with the dubious movement fitting that situation. The 

model can be improved by recognizing the dubious person from the dubious movement. After studying the status of reconnaissance 

frameworks, both from the algorithmic and the foundational/foundation perspective, a few ends can be drawn regarding the accessible 

innovation these days, the mechanical constraints, and the future difficulties of the region. 

 

REFERENCE: 

[1].JIANYU XIAO SHANCANG Li, QINGLIANG XU, School of Computer Science and Engineering at Central South University, 

China, Video-based Evidence Analysis and Extraction in Digital Forensic Investigation, IEEE Access (2020). 

[2].JEONG SEO AND HYE YOUNG PARK School of Computer Science and Engineering, Kyungpook National University, Object 

Recognition in Very Low-resolution Images Using Deep Collaborative Learning, IEEE Access (2020). 

[3].Harsh Jain, Aditya Vikram, Mohana, Ankit Kashyap, Ayush Jain, Telecommunication Engineering, Weapon detection using AI 

and deep learning for security application, IEEE (2020). 

[4].Shenghao Xu, Kevin Hung, School of Science and Technology, The Open University of Hong Kong, China, Development of AI-

based system for automatic detection and recognition of weapons in surveillance video, IEEE (2020). 

[5].Dongdong Zeng, Xiang Chen, Ming Zhu, Michael Goesele and Arjan Kuijper, Background Subtraction with Real-time Semantic 

Segmentation, IEEE (2019). 

 

 

http://www.ijirmet.com/


ISSN (Online): 2456-0448 
International Journal of Innovative Research in Management, Engineering, and Technology 

Vol. 7, Issue 3, March 2022 

Copyright to IJIRMET www.ijirmet.com  

 

 

 

 

[6].Shaji Thorn Blue, M. Brindha, Department of Computer Science and Engineering National Institute of Technology Tiruchirappalli, 

India, Edge detection-based boundary box construction algorithm for improving the precision of object detection in YOLOv3, IEEE 

(2019). 

[7].Ji-hun, Dong-Hyun Lee, Kyung-min Lee, Chi-ho Lin Won School of Computer Semyung University Chungcheongbuk-do, Korea, 

An Improved YOLO v3-based Neural Network for De-identification Technology, IEEE (2019). 

[8].Amrutha C.V, C. Jyotsna, Amudha J, Dept. of Computer Science & Engineering, Deep Learning Approach for Suspicious Activity 

Detection from Surveillance Video, IEEE Xplore (2020). 

[9].HYOSUNG PARK, SEUNGCHUL PARK, AND YOUNG BOK JOO, Detection of Abandoned and Stolen Objects Based on Dual 

Background Model and Mask R-CNN, IEEE Access (2020). 

[10].Maddula J N V Sai Krishna Asrith, K Prudhvi Reddy, Mrs. Sujihelen, Face Recognition and Weapon Detection from Very Low-

Resolution Image, ICETITER (2018). 

[11].Jose L. Salazar Gonzalez, Carlos Zaccaro, Juan A. Alvarez- Garcia, Luis M. Soria Morillo, Fernando Sancho Caparrini, Real-time 

gun detection in CCTV: An open problem, ELSEVIER (2020). 

[12].Collins Ineneji, Mehmet Kusaf, Hybrid weapon detection algorithm, using material test and fuzzy logic system, ELSEVIER 

(2019). 

[13].Francisco Luque Sanchez, Isabella Hupont, Siham Tabik, Francisco HerreraF, Revisiting crowd behavior analysis through deep 

learning: Taxonomy anomaly detection, crowd emotions, datasets, opportunities and prospects, ELSEVIER (2019). 

[14].Zhong-Qiu Zhao, Object Detection with Deep Learning: A Review, IEEE (2019). 

http://www.ijirmet.com/

